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Cisco Wireless 
S olu t ion s

Mary Luke, CCIE #6544, CISSP
Co n s ul t i n g  Sys t em s  En g i n eer
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A g en d a

� 802.11a/b/g/n Update
� W i r el es s  S ec u r i ty
� M o bi l i ty  S er v i c es  E ngi ne

Adaptive Wireless IPS
L o c atio n  T rac k in g  ( C o n tex t Aw are)
M o b ile In tellig en t R o u tin g
C lien t M an ag em en t Servic es

� M es h
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802.11n
Technical Update
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MIMO 4 0 Mh z  
C h a n n e l s

P a c k e t  
A g g r e g a t i o n

B a c k w a r d  
C o m p a t i b i l i t y

Technical Elements of 802.11n
MIMO 4 0 Mh z  C h a n n e l s P a c k e t  

A g g r e g a t i o n
B a c k w a r d  

C o m p a t i b i l i t y
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802.11n
I t’s A b ou t a W hole L ot M or e Than S p eed

T h r o u g h p u t R e l i a b i l i t y P r e d i c t a b i l i t y

802.11a/g with AP1240
802.11a/g with AP125 0
802.11n  with AP125 0

IDEAL6 09 213 0

2 x

P r e d i c t a b i l i t y  o f  T h r o u g h p u t
S tan d ar d  D e v iatio n  o f  Pac k e t R e tr ie s  

22.5

8 8 .5

1 4 6 .8 3

0

2 0

4 0

6 0

8 0

1 00

1 2 0

1 4 0

8 02 . 1 1 a / g 8 02 . 1 1 n ,  2 0
M H z

8 02 . 1 1 n ,  4 0
M H z  

M b p s  T h r o u g h p u t

152

20 1

3 0 6

0 1 00 2 00 3 00

11a / g  – AP 124 0

11a / g  – AP 125 0

11n  – AP 125 0

Av e r a g e  P a c k e t  R e t r i e s

2 x

E n h a n c e d  f i l e  t r a n s f e r  
a n d  d o w n l o a d  s p e e d s  

f o r  l a r g e  f i l e s  
L o w e r  l a t e n c y  f o r  
m o b i l e  u n i f i e d  
c o m m u n i c a t i o n s  

Mo r e  c o n s i s t e n t  
c o v e r a g e  a n d  

t h r o u g h p u t  f o r  m o b i l e  
a p p l i c a t i o n s

> 5 x

5 x  m o r e  t h r o u g h p u t 2 x  m o r e  r e l i a b l e 2 x  m o r e  p r e d i c t a b l e
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802.11n
C is co  N ex t 
G ener atio n 
W ir eles s  S o lu tio n
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The A ir onet 125 0 S er ies A ccess P oint
� Industry’s f i rst W i -F i  C e rti f i e d 8 0 2 . 1 1 n 
dra f t 2 . 0  a c c e ss p o i nt

� M o dul a r p l a tf o rm
F i e l d  u p g r a d e a b l e  r a d i o  m o d u l e s / f u t u r e  
t e c h n o l o g i e s

� H i g h e r sp e e d W L A N  te c h no l o g i e s
F a s t e r  C P U  t o  h a n d l e  h i g h e r  d a t a  
t h r o u g h p u t
In c r e a s e d  m e m o r y  f o r  e x p a n d e d  
f e a t u r e  s e t
1 0 / 1 0 0 / 1 0 0 0  E t h e r n e t  p o r t

� A v a i l a b l e  i n U ni f i e d ( L W A P P )  a nd 
S ta nda l o ne  v e rsi o ns
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N ew  A ntennas for  A ir onet 125 0 S er ies
� Om n i d i r e c t i o n a l

Single enclosure with 3 antenna 
elem ents

2.4 GHz 3dBi (AIR-AN T 2430 V -R)
5  GHz 4 dBi (AIR-AN T 5 1 40 V -R)

� D i p o l e s
N ew d ip ole without hinge ( gray )

2.4 GHz 2.2 dBi (AIR-AN T 2422D G-R)
5  GHz 3.5  dBi (AIR-AN T 5 1 35 D G-R)

A lso sup p orts ex isting d ip oles with 
hinge ( b lack  &  white)

B lue d ot ind icates 5  G H z
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S iz e matter s
� Mo d u l a r  R a d i o  D e s i g n  =  f u t u r e  p r o o f i n g ,  n e w  t e c h n o l o g i e s
� P r o p e r  R F  s e p a r a t i o n  b e t w e e n  T r a n s m i t / R e c e i v e  a n t e n n a s
� H e a t  s y n c  t o  d i s s i p a t e  h e a t  a p p r o p r i a t e l y
� R u g g e d ,  i n d u s t r i a l  g r a d e  q u a l i t y  m e t a l  c o m p o n e n t s
S u p e r i o r  a n t e n n a  c h o i c e  – d e d i c a t e d  a n t e n n a s  t o  e a c h  r a d i o
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C ascad e/ 114 0 S er ies
Product Highlights:
� Attrac tive f o rm  f ac to r 
� D raf t 2 . 0  8 0 2 . 1 1 n
� In teg rated radio s,  an ten n as
� D esig n ed to  ru n  f u ll 8 0 2 . 1 1 n  f eatu res 
u sin g  8 0 2 . 3 af  po w er

� 1 0 / 1 0 0 / 1 0 0 0  E th ern et po rt
� C APWAP su ppo rt
� Plen u m  rated
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D esig n ed  w it h  a  sim ila r f orm  a s t h e A P -1 1 3 0

D es i gned as  a r epl ac em ent / u pgr ade f o r  th e A P -113 0
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1 1 4 0  in sid e v iew
A c c es s  P o i nt 
i ns i de v i ew

I f  y o u  h av e an A P  
th at i s  2.4  G H z  
o nl y  th e 5  G H z  
r adi o  m o du l e 

w o n’t be pr es ent.
A l s o  no te th e 
c o ndu c ti v e R F  
G as k et i n bl ac k  
ar o u nd u ni t.
I t i s  f ac to r y  

to r q u e f i tted s o  
th i s  gas k et s eal s  

pr o per l y   
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A ir onet A P  P or tfolio C omp ar ison

32  M B1 6  M B32  M B1 6  M BF lash
6 4  M B32  M B1 2 8  M B32  M BD R AM

Y esN oY esN oSu ppo rt f o r 
8 0 2 . 1 1 n

E x ternalE x ternalI nternalI nternal An ten n as
R uggedR uggedStand ardStand ardIn stallatio n

8 0 2.3a f * , dr a f t  
8 0 2.3a t

1 2 . 9 5  W8 0 2 . 3af ,  d raf t 
8 0 2 . 3at

1 1 . 1  WPo w er 
R eq u irem en t

1 0 / 1 0 0 / 1 0 0 01 0 / 1 0 01 0 / 1 0 0 / 1 0 0 01 0 / 1 0 0D ata U plin k  
( M b ps)

Y esN oN oN oM o du lar
AP1 2 5 0AP1 2 4 0AP1 1 4 0AP1 1 3 0

• 8 0 2 . 3 af  Po w ers AP1 2 5 0  w ith  1  radio  o n ly
o r 1  s p ac i al s t ream
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N ew  A ntenna O v er v iew
� 2 . 4  G H z /  5  G H z  du al b an d an ten n a:

A esthetically  p leasing
I nd oor d ual b and  A P s
A I R -A N T 2 4 5 1 V -R =    
3 d B i in 2 . 4  G H z ,  3. 5  d B i in 5  G H z
A v ailab le with F ranciscan
L ist $ 35 0

� 2 . 4  G H z  sec to r an ten n a:
I nd oor,  outd oor A P  usage  
R P -T N C  connector with p lenum  rated  cab le
5 d B i sector antenna with 1 35  d egree rad iation p attern
A I R -A N T 2 4 5 0 S-R =   
Sector A ntenna av ailab le G rgich H ills
L ist $ 2 2 5
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W i r e l e s s  
S e c u r i t y
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L W A P P  S ecu r ity  S u p p or t

Survivable Local
A ut h en t icat ion

8 0 2 . 1 X

N e t w o r k  Ad m i s s i o n  
C o n t r o l

G ues t  A cces s
W eb A ut h

R o g ue A P 
D et ec t i o n  /  w IPS

8 0 2 . 1 1 i –
W P A ,  W P A 2 , W E P

X . 5 0 9  
C ert if icat ion s

W LC Sec uri t y
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8 0 2 . 1 1 a
R o g ue A P

Cisco U n if ied  Wireless N et w ork  R og u e D et ect ion  
P rot ect s Y ou r B u sin ess
� A u t o m a t i c a l l y  d e t e c t s :

–R ogue access p oints and  clients
–A d  hoc network s
–D enial of  serv ice attack s
–C lient m is-associations

� In t e l l i g e n t  R F  s c a n n i n g  =  
c o s t  e f f e c t i v e  s o l u t i o n

� In t r u s i o n  p r e v e n t i o n  u n d e r  
IT  c o n t r o l

� L o c a t i o n  a p p l i a n c e  p r o v i d e s  
p r e c i s i o n  m a p p i n g  f o r  
p h y s i c a l  r e m o v a l

8 0 2 . 1 1 a 
R o g ue Cl i en t

R F  C on t ain m en t

En t erp ri s e
N et w o rk

En t erp ri s e
N et w o rk

X
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R og u e D etection

� Passive O peratio n  –
–Sc an s all c h an n els

� R L D P ( R o g u e L o c atio n  D isc o very  Pro to c o l)  – is ro g u e o n  w ired 
n etw o rk

� C o n tain m en t – sen d deau th s to  c lien ts asso c iated to  ro u g e AP
� Air m o n ito rs n o t req u ired
� C lassif ic atio n
� Sw itc h  Po rt T rac e
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R eal-Time I ntr u sion P r otection ( I P S )
� S ig na t u r e  L ib r a r y  – f l a t  f il e  –

e a s y  t o  u p da t e
� C is c o  r e s o u r c e s  de dic a t e d t o  

m a int a ining  l ib r a r y  u p da t e s
� N o  W L AN

do w n-t im e  
� C u s t o m iza t io n a v a il a b l e
� S c a n a l l  c h a nne l s
� No separate air monitors 
req u ired
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I P S  I nteg r ation;  M u lti-lay er  I D S

Controller W i red  I D S

L2 IDS L3 -7  IDSCli ent s h u n

Additio n al Sec u rity  Wired C o m po n en t 
In teg ratio n  to u c h  po in ts:

M A R S ( M onitoring,  A naly sis and  
R esp onse Sy stem  I ntegration

N etwork  A d m ission C ontrol ( N A C )  in-
b and  and  out-of -b and  integration
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A u thentication M ethod s
� Al l  8 0 2.1 x  m e t h o ds  

s u p p o r t e d
� T e r m ina t e  E AP  o n 

C o nt r o l l e r  f o r  8 0 2.1 1 i,  W P A,  
a nd W P A2 a u t h e nt ic a t io n

� D ir e c t  L D AP  S e r v e r  
Int e g r a t io n

� Ra diu s  S e r v e r  Int e g r a t io n
� D e f ine  U s e r s  o n C o nt r o l l e r  

o r  in a n L D AP  D a t a b a s e  
(e .g . Ac t iv e  D ir e c t o r y )

� If  t h e  c e nt r a l  RAD IU S  s e r v e r  
is  u n-r e a c h a b l e ,  L o c a l  E AP  
c a n b e  u s e d t o  a u t h e nt ic a t e  
u s e r s

� S im p l if ie d RAD IU S  s e r v e r  
c o nf ig u r a t io n – o nl y  
c o nt r o l l e r  c o nf ig u r e d v e r s u s  
a l l  AP s

LDAP Server
( O p t i o n a l )

Wireless U sers

N etw o rk

C i s c o  W i rel es s  
LAN  C o n t ro l l er

C i s c o  Ai ro n et
Li g h t w ei g h t  Ac c es s  Po i n t

R ADI U S Server
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En t erp ri s e
In t ran et

En t erp ri s e
In t ran et

D M Z
C o n t r o l l e r

G u e s t  /  C o n t r a c t o r E m p l o y e e

S p l a s h  P a g e

C o n t r o l l e r

C o n t r o l l e r -
t o -c o n t r o l l e r  
g u e s t  t u n n e l

In t ern etIn t ern et

G u est S er v ices – P ath I solation

� A d d i t i o n a l  l e v e l  o f  s e c u r i t y
–G uest traf f ic nev er m ix es with 
enterp rise traf f ic

� C o n t r o l l e r -t o -c o n t r o l l e r  t u n n e l  d i r e c t s  
a l l  g u e s t  t r a f f i c  o u t s i d e  t h e  f i r e w a l l

� G u e s t  c o n t r o l l e r  a p p l i e s  p o l i c i e s  t o  
g u e s t s

� In t e r n a l  c o r p o r a t e  c o n t r o l l e r  m a n a g e s  
e m p l o y e e  t r a f f i c

� G u e s t  a n d  E m p l o y e e  t r a f f i c  i s  n e v e r  
o n  t h e  s a m e  p a t h
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U nified  W ir ed  and  W ir eless G u est A ccess

C am p us 
C oreLWAPP LWAPP 

Wi S M WLAN  C o n t r o l l e r

G uest E m p G uest E m p

SiSi

SiSi SiSi

W ireles s
V LA N s

W i r e l e s s  C l i e n t

W i r e d  C l i e n t
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G u est N etw or k  B and w id th C ontr acts
� S p e c i f y b a ndw i dth  
l i m i ta ti o ns a nd p o l i c i e s b y 
i ndi v i dua l  use r o r g ro up

� A b i l i ty to  a l l o c a te  
re so urc e s b y sp e c i f i c  j o b  
f unc ti o n o r th ro ug h p ut 
re q ui re m e nts

� O rg a ni z a ti o n’s o v e ra l l  
ne tw o rk  p e rf o rm a nc e  i s 
e nh a nc e d

� Inc re a se d g ra nul a ri ty a nd 
c o ntro l  i m p ro v e s ne tw o rk  
se c uri ty

G u e s t E m p

W i r e l e s s
V L A N s

C a m p u s  
C o r e

LWAPP LWAPP

Internet

SiSi

SiSiE m p SiSi

A n c h o r  
C o n t r o l l e r

G u e s t E m p

E m p

W L C

Ac c o u n t i n g  
C o n t r a c t o r :  
( B e s t  Ef f o r t )

N e t w o r k  Ad m i n  
C o n t r a c t o r :

4 M b p s  ( H i g h  S p e e d )

S S ID =  AC C T S S ID =  C O N T R AC T O R
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Clien t  V a lid a t ion  a n d  P ost u re A ssessm en t

Q u a r a n t i n e  &  E n f o r c e
� Is o l a t e  no n-c o m p l ia nt  de v ic e s  

f r o m  r e s t  o f  ne t w o r k  

A u t h e n t i c a t e  &  A u t h o r i z e
� E nf o r c e s  a u t h o r iza t io n 

p o l ic ie s  a nd p r iv il e g e s

U p d a t e  &  R e m e d i a t e
� N e t w o r k -b a s e d t o o l s  f o r  

r e m e dia t io n o f  t h r e a t s  &  
v u l ne r a b il it ie s

S c a n  &  E v a l u a t e
� Ag e nt  &  ne t w o r k  s c a n f o r  

r e q u ir e d v e r s io ns  &  inf e c t io ns

� E nsures wireless client is ‘up -to-d ate’ with 
latest security  p olicies

� Q uarantines &  f ix es any  wireless client that is 
non-com p liant

� Stop s sp read  of  v iruses f rom  uncontrolled  
wireless network s

� P rod ucts:  
–N A C  A p p liance
–W L A N  C ontroller

I d entif y  who is on the network  and  enf orce 
granular p olicies to p rev ent ex p osure to 
v iruses and  “m alware”

B u sin ess C h allen g e
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M anag ement F r ame P r otection ( 802.11w )
• W ireless m anagem ent f ram es are 
not  authenticated ,  encry p ted ,  or 
signed

• A  com m on v ector f or ex p loits

• I n s e r t  a  s i g n a t u r e  ( M e s s a g e  I n t e g r i t y  
C o d e / M I C ) i n t o  t h e  m a n a g e m e n t  f r a m e s

• C l i e n t s  a n d  APs  u s e  M I C  t o  v a l i d a t e  
a u t h e n t i c i t y  o f  m a n a g e m e n t  f r a m e

• APs  c a n  i n s t a n t l y  i d e n t i f y  r o g u e / e x p l o i t e d  
m a n a g e m e n t  f r a m e s

M F P  P rot ect ed

M F P  P rot ect ed
��� ��� � �

��� � � 	 � ��


A c t i o n  M a n a g e m e n t  F r a m e sA u t h e n t i c a t i o n s /
D e -a u t h e n t i c a t i o n s

D i s a s s o c i a t i o n sA s s o c i a t i o n s / R e -a s s o c i a t i o n s

P r o b e  R e q u e s t s /
P r o b e  R e s p o n s e sA P  B e a c o n s

P r o bl em S o l u ti o n
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A d d itional S ecu r ity  F eatu r es
� D H C P  P ro te c ti o n – p ro x y dh c p re q ue sts to  p ro te c ti o n 
a g a i nst D H C P  sta rv a ti o n a tta c k s

� A R P  P ro te c ti o n – p ro te c t a g a i nst A R P  sp o o f i ng  a tta c k s

� P e e r to  P e e r b l o c k i ng  – no t a l l o w i ng  use rs o n th e  sa m e  
S S ID  to  b e  a b l e  to  c o m m uni c a te  w i th  e a c h  o th e r unl e ss 
e x p l i c tl y a l l o w e d
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C i sc o  M o b i l i ty S e rv i c e s E ng i ne
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B u siness M ob ility  M u st B e Easier  
to I mp lement and  M anag e

Tremendous 
C h a l l eng e t o 
I T S t a f f

A p p lications,  C ontrol 
and  C om p liance:
Single N um b er 
and  V oicem ail
U nif ied  C om m unications
I nv entory  M anagem ent
A sset T rack ing 
P C I
H I P A A
SO X

D isp arate N etwork s 
to O p erate/ M anage:
W ireless L A N  
C ellular/ W iM A X
E thernet

L ack  of  D ev ice P rof ile
C onsistency :
D ual M od e P hones
W ired  P hones
W ireless I P  P hones
L ap top s/ U ltram ob ile P C s
R ugged iz ed  R F I D  T ags
8 0 % +  of  I T  M ob ility  
R esources:  R eactiv e 
C lient M anagem ent 
and  P rov isioning*

* Gartner Group
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Ex isting  W i-F i N etw or k s

Ap p l ic a t io ns Ap p l ic a t io ns Ap p l ic a t io ns Ap p l ic a t io ns

W L AN  C o nt r o l l e r

W C S

L o c a t io n W IP S Ha ndo f f S e r v ic e  “n”

E t h e r n e t R F I DWi -F i

Ap p s  a n d  S e r v i c e s  
D e l i v e r e d  i n  S i l o sLi m i t e d  S y n e r g i e s

b e t w e e n  N e t w o r k  S e r v i c e s

N o  C o m m o n  M e t h o d  f o r  
S e r v i c e  D e l i v e r y —S p l i t  
b e t w e e n  C o n t r o l l e r  a n d  

Ap p l i a n c e N o  I n t e g r a t i o n  w i t h
Al t e r n a t i v e  Ac c e s s  N e t w o r k s
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� Al l o w s  T r a ns p o r t  a nd Ap p l ic a t io ns
t o  e v o l v e  inde p e nde nt l y

A b s t r a c t i o n  l a y e r  w i t h  C A P W A P / N MS P

� Ac c e l e r a t e  de v e l o p m e nt  a nd 
de p l o y m e nt  o f  c u s t o m ize d 
s o l u t io ns

E c o -s y s t e m  o f  A p p l i c a t i o n  P a r t n e r s

I ntr od u cing  A  P r actical A p p r oach
Cen t ra liz ed ,  S ca la b le M ob ilit y  S erv ices

� U nif ie d AP I e na b l ing  E nt e r p r is e  3.0  
a p p l ic a t io ns

S e r v i c e s  a n d  A p p l i c a t i o n s  P l a t f o r m

� E a s e  o f  de p l o y m e nt  a nd e f f ic ie nt
a l l o c a t io n o f  C a p E x

C o m m o n  F r a m e w o r k  f o r  Mu l t i p l e  S e r v i c e s

3 3 0 0  S e ri e s M o b i l i ty 
S e rv i c e s E ng i ne
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M ob ility  S er v ices N etw or k s
Ap p l ic a t io ns Ap p l ic a t io ns Ap p l ic a t io ns Ap p l ic a t io ns

E t h e r n e t R F I DWi -F i

O p e n  API

O p e n  Pr o t o c o l

N M S P
Location
W I P S H and of f

Se r v ice  “n”

M o b il it y  S e r v ic e s  E ng ine

C o nt r o l l e r
W C S

SiSiSiSiSiSi

Ap p s  S o u r c e  
I n t e l l i g e n c e  f r o m  
t h e  M S E  v i a
O p e n  API

C e n t r a l i z e d  
S e r v i c e s  a n d  
N e t w o r k  

M a n a g e m e n t

O p e n  Pr o t o c o l s  
U n i f y  N e t w o r k s

C e n t r a l i z e d  
S e r v i c e s
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M ob ility  S er v ices Eng ine M od u les

M o b ile In tellig en t M o b ile In tellig en t 
R o am in gR o am in g

Sustain mobility Sustain mobility 
ap p lic ations ap p lic ations 
ac r oss p ublic  ac r oss p ublic  
and  p r iv ate  and  p r iv ate  
w ir e le ss w ir e le ss 
ne tw or k sne tw or k s

Co n s i s t en t  Mo b i l e Co n s i s t en t  Mo b i l e 
B us i n es s  Ex p eri en c e B us i n es s  Ex p eri en c e 

Adaptive Wireless Adaptive Wireless 
IPSIPS

A d v anc e d  A d v anc e d  
intr usion intr usion 
p r e v e ntion p r e v e ntion 
solutionsolution

En h an c ed  ID S En h an c ed  ID S 
Si g n at ures , R ep o rt i n gSi g n at ures , R ep o rt i n g

C o n tex t Aw areC o n tex t Aw are

U se  c onte x tual U se  c onte x tual 
inf or mation suc h  inf or mation suc h  
as loc ation and  as loc ation and  
te le me tr y to te le me tr y to 
op timiz e  op timiz e  
busine ss busine ss 
p r oc e sse sp r oc e sse s

W iW i --F i  Ch o kep o i n t , F i  Ch o kep o i n t , 
Sen s o ri n g , Pas s i v e Sen s o ri n g , Pas s i v e 

R F IDR F ID

Sec u re C lien t Sec u re C lien t 
M an ag erM an ag er

C e ntr aliz e d  C e ntr aliz e d  
d e v ic e / c lie nt d e v ic e / c lie nt 
manag e me nt manag e me nt 

and  p r ov isioningand  p r ov isioning

Cen t ral  Cl i en t  Cen t ral  Cl i en t  
Co n f i g urat i o n  an d  Co n f i g urat i o n  an d  
Pro v i s i o n i n g  En g i n ePro v i s i o n i n g  En g i n e
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K eep ing  Tr ack  of Y ou r  A ssets 
in M otion

As s e t  
T r a c k i n g

Z o n e / I n v e n t o r y  
M a n a g e m e n t

Pr e s e n c e

C o n d i t i o n
T r a c k i n g

N e t w o r k
Lo c a t i o n
S e r v i c e s

Is  i t  H e r e ? W h e r e  Is  i t ? W h a t  Is  i t s  
C o n d i t i o n ?

W h a t  Is  
H i s / H e r  
S t a t u s ?

W h e r e  i n  
m y  N e t w o r k  

Is  i t ?

Answer Questions Critical to Your 
B usiness in R eal T im e
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Z on e/ I n v en t ory  M a n a g em en t  
A p p lica t ion s
Is  It  H e r e ? W h e r e  Is  It ? W h a t  Is  It s  

C o n d i t i o n ?
W h a t  Is  
H i s / H e r  
S t a t u s ?

W h e r e  i n  
My  N e t w o r k  

Is  It ?
D e f i n i n g  Z o n e s  a n d  T r a c k i n g  Mo b i l e  A s s e t s  
E n t e r i n g  a n d  E x i t i n g

A sset  T ra ck in g  A p p lica t ion s
Is  It  H e r e ? W h e r e  Is  It ? W h a t  Is  It s  

C o n d i t i o n ?
W h a t  Is  
H i s / H e r  
S t a t u s ?

W h e r e  i n  
My  N e t w o r k  

Is  It ?
L o c a t i n g  a  Mo b i l e  A s s e t  A n y w h e r e  i n  t h e  C a m p u s

� C l a s s r o o m  a t t e n d a n c e
� E m e r g e n c y  e v a c u a t i o nE d ucation

� Lo c a t i n g  s t u d e n t s  w h e n  w a l k i n g  
o n  c a m p u sE d ucation
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Con d it ion  T ra ck in g  A p p lica t ion s

� K n o w  t h e  c o n d i t i o n  o f  c e r t a i n  r o o m s  
� K n o w  t h e  t e m p e r a t u r e  o f  t h e  r e f r i g e r a t o r

Is  It  H e r e ? W h e r e  Is  It ? W h a t  Is  It s  
C o n d i t i o n ?

W h a t  Is  
H i s / H e r  
S t a t u s ?

W h e r e  i n  
My  N e t w o r k  

Is  It ?
Me a s u r i n g  T e m p e r a t u r e ,  P r e s s u r e ,  H u m i d i t y ,  Mo t i o n …

P resen ce A p p lica t ion s

� Au t o m a t i c a l l y  u p d a t e  s t a t u s  o f  s t a f f  t o  k n o w  i f  
( c l a s s r o o m ,  p l a y g r o u n d …) a n d  h o w  t o  r e a c h  t h e m  
( c a l l ,  I M ,  e m a i l …)

U s i n g  L o c a t i o n  In f o r m a t i o n  t o  A u t o m a t e  P r e s e n c e  
S t a t u s  i n  U n i f i e d  C o m m u n i c a t i o n s  A p p l i c a t i o n s

Is  It  H e r e ? W h e r e  Is  It ? W h a t  Is  It s  
C o n d i t i o n ?

W h a t  Is  
H i s / H e r  
S t a t u s ?

W h e r e  i n  
My  N e t w o r k  

Is  It ?
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SiSi

Cisco 
W ir e l e ss 
Con t r ol  
S y st e m

Cisco 
A cce ss P oin t

Cisco W ir e l e ss 
L A N  Con t r ol l e r

W i-F i 
d e v ice s

Cisco M ob il it y  
S e r v ice s 
E n g in e

CCX  
t a g s

Tag and 
Devices

Network
Application and 
Management

Ch ok e p oin t  
1 2 5  k H z

CCX  
t a g s

W i-F i T D oA
Receiver

S y s t e m  
M a na g e r

C o n t e x t  
A w a r e
E n g i n e
f o r  t a g s

C o n t e x t  A w a r e  
E n g i n e  f o r  
c l i e n t s

Co n t ex t  A w are So f t w are
W i-F i T D oA Receiver 
w it h  a  b rid g e

CCX  
t a g s

A e ro S c o ut  
A eroScout H W  on C isco p rice list:
•W i-F i T D O A  receiv ers 
•C hok ep oints
A eroScout SW  on C isco p rice list:
•C ontex t A ware  E ngine f or T ags
B oth A eroScout SW  and  H W
A re m anaged  b y  A eroScout 
Sy stem  M anager – F ree client SW
p rov id ed  b y  A eroscout
Item s n o t o n  C isc o  Pric e L ist
• T ag s
• M o b ileV iew

Cisco Con t ex t  A w a re M ob ilit y  S olu t ion
H ow it work s
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� Indo o r  o nl y
� 2, 5 0 0  t a g s  a nd c l ie nt s
� RS S I o nl y
� Indu s t r y ’s  1 s t  L o c a t io n S o l u t io n 
Int e g r a t e d int o  t h e  W L AN  
inf r a s t r u c t u r e

� M a inl y  p o s it io n f o r  l o c a t io n
� O p e n AP I
� W C S  M a na g e m e nt

Cisco 2700 Series 
W irel ess L oca t ion  

A p p l ia n ce

Cisco Con t ex t  A w a re M ob ilit y  S olu t ion
W h y  m ov ing  f rom  2 7 1 0  to M S E

� Indo o r ,  O ut d oor,  H ig h  ceilin g s
� 1 8 , 0 0 0 t a g s  a nd c l ie nt s
� RS S I a nd T D O A
� M a inl y  p o s it io n f o r  con t ex t  aw are
� O p e n AP I
� W C S  M a na g e m e nt
� R obus t  arch it ect ure f or ad d in g  
ot h er t ech n olog ies  ( U W B ,  P as s ive)

� Sh ared  p lat f orm  f or ot h er m obilit y  
s ervices  ( in cl.  f ut ure)

Cisco 3 3 00 Series 
M ob il it y  Serv ices E n g in e

N e w
B et a cus t om ers :  B oein g ,  
G ood y ear,  I B M  D ublin
U C  San  D ieg o,  U .  C on n ect icut
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Cisco A d a p t iv e Wireless I P S

Major Extensions to Full-T im e 
“Monitor-Mod e” A P  w I P S  S olution
Major Extensions to Full-T im e 

“Monitor-Mod e” A P  w I P S  S olution

• 6 x  in creas e in  at t ack  d et ect ion  
cap abilit ies

• D et ect ion  f or “un k n ow n ” or 
“D ay  Z ero” at t ack s

Expanded DetectionExpanded Detection

• E ven t  f oren s ics
• O n -board  s ecurit y  even t  
arch ive &  rep ort in g

• T h reat  en cy clop ed ia 
an d  p lan n in g  t ools

• A t t ack  ex p lan at ion s  &  
s t ep -by -s t ep  m it ig at ion  
s t rat eg ies

• C on t in ually  up d at ed  
w ireles s  t h reat  d et ect ion  
f or n ew  at t ack s

• D ed icat ed  t h reat  res earch  
an d  d et ect ion  d evelop m en t  
t eam

Eas e of  U s eEas e of  U s e

A nal y s is / R epor tingA nal y s is / R epor ting O nO n--G oing  P r otectionG oing  P r otection
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D e n i a l  o f  S e r v i c e
D E N I A L O F
SE R V I C E

Serv i c e d i s rup t i o n

Wireless S ecu rit y  T h rea t s
T op  A ttac k s

E v i l  T w i n / H o n e y p o t A P
H A C K E R ’S

A P

Co n n ec t i o n  t o  m al i c i o us  A P

R e c o n n a i s s a n c e

Seeki n g  n et w o rk v ul n erab i l i t i es

H A C K E R

C r a c k i n g  T o o l s

Sn i f f i n g  an d  eav es d ro p p i n g

H A C K E R

O n-W ire A ttac k s O v er-th e-A ir A ttac k s

N o n -8 0 2 . 1 1  A t t a c k s
B ac kd o o r ac c es s

B LU E T O O T H  A P R A D A RR F -J A M M E R SB LU E T O O T HM I C R O W A V EServ i c e d i s rup t i o n

A d -h o c  W i r e l e s s  B r i d g e

Cl i en t -t o -c l i en t  b ac kd o o r ac c es s

H A C K E R

R o g u e  A c c e s s  P o i n t s

B ac kd o o r n et w o rk ac c es s

H A C K E R
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Cisco A d a p t iv e Wireless I P S  
A rc h itec ture &  C om p onents

� Sh ared o r D edic ated L WAPP APs f o r w IPS m o n ito rin g
� Wireless L AN  C o n tro llers to  serve APs perf o rm in g  w IPS
� WC S f o r m an ag em en t an d repo rtin g
� New “ex t en d ed ” W I P S  f ea t u r es  r eq u i r e:

D ed icat ed  “m on it or-m od e” A P s
M obilit y  Services  E n g in e +  w I P S licen s e f or w I P S p roces s in g

A n al ys i s , f o ren s i c s  an d  ev en t  s t o rag e o f  w IPS ev en t s  f ro m  m o n i t o r A Ps

R em ot e O f f ice

St ore/ P ublic O f f ice

M ain  O f f ic e

Mo b i l i t y Serv i c es  
En g i n eW i rel es s  LA N  

Co n t ro l l er

LW A PP A P
( s e r v i n g  u s e r s )

LW A PP A P
( De d i c a t e d  
w IP S  M o n i t o r )

LW A PP A P
( U s e r s  +  w IP S )

W CSLW A PP A P
( U s e r s  +  w IP S )

© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 42

C isco M ob ile I ntellig ent R oaming

� A  C i s c o  Mo b i l i t y  S o l u t i o n  d e l i v e r e d  
t h r o u g h  t h e  C i s c o  Mo b i l e  In t e l l i g e n t  
R o a m i n g  S o f t w a r e  r u n n i n g  o n
C i s c o  3 3 0 0  S e r i e s  Mo b i l i t y
S e r v i c e s  E n g i n e

� D y n a m i c a l l y  d e t e r m i n e s  h a n d o f f  
r e q u i r e m e n t s  f o r  d u a l  m o d e  d e v i c e s  
b a s e d  o n  w i r e l e s s  n e t w o r k  v i s i b i l i t y  

� L e v e r a g e s  n e t w o r k  i n t e l l i g e n c e  a n d  
c l i e n t  s o f t w a r e  i n t e g r a t i o n  w i t h  a n  
o p e n  e c o -s y s t e m  o f  p a r t n e r s  t o  
i n i t i a t e  s e a m l e s s  h a n d o f f  a n d  
i m p r o v e d  u s e r  e x p e r i e n c e

Mobile Intelligent
R oa m ing

S e a m l e s s  In t e l l i g e n t  H a n d o f f  E n a b l e s  a  T r a n s p a r e n t  Mo b i l e  E x p e r i e n c e
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M ob ile I ntellig ent R oaming  
S olu tion O v er v iew

� E n t e r p r i s e -g r a d e n o t i f i c a t i o n  
t h a t  c a n  b e  s e n t  t o  a  Mo b i l e  
G a t e w a y  o r  t o  a  R o a m i n g  
C l i e n t  f r o m  v a r i o u s  p a r t n e r s  f o r  
a  n e t w o r k  a s s i s t e d  i n t e l l i g e n t  
r o a m i n g

� C i s c o  P a r t n e r s  c o u l d  b e
Serv ice P rov id ers lack ing 
E nterp rise N etwork  V isib ility
D ev ice M anuf acturers willing 
to increase the d ual-m od e 
p hone users’ ex p erience
3rd  p arty  v end ors m ob iliz ing 
enterp rise unif ied  
com m unications

Unified Wireless 
N et w o rk

SiSi
M o b ilit y  
S erv ic es 
E ng ine

Mo b i l e G at ew ay ( o p t i o n al )
O p e n  AP I

Ci s c o  Co m p at i b l e—U n i f i ed  Mo b i l i t y Cl i en t

M o b ile I nt ellig ent
R o a m ing  S o ft w a re

C ar r ie r

E nt erp rise Wi-F i

Voice

P h y sic a l A c c ess
c o nt ro l

C o nferenc ing

P resenc e

M essa g ing

A ssem b ly  L ine
M o nit o ring

C R M

R o a m i n g  C l i e n t  S W

Ap
pli
ca

tio
ns

Mo
bil
ity

Se
rvi

ce
s

Ne
tw

ork
Ac

ce
ss

De
vic

e
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S ecu r e C lient M anag er  S olu tion 
O v er v iew

3 r d P a r ty  D M S er v er
v ia  P a r tner s  ( F u tu r e)

Mo b i l i t y Serv i c es  En g i n e
Secure Client Manager Software

A p p lic a tion 
Inter f a c eP rov is ioning T roub le-

s h ooting D is cov ery

A d m inis tration

WCS A CS

T arg et  s o l ut i o n  g ap s  b y p ro v i d i n g  m an ag em en t  
t o o l  f o r 8 0 2 . 1 X  c ap ab l e d ev i c es :
� In v en t o ry/ d ev i c e c l as s i f i c at i o n
� B o o t s t rap  aut h o ri z at i o n
� Cred en t i al  p ro v i s i o n i n g
� Pac kag i n g  f o r d i s t ri b ut i o n  o f  U n i f i ed  Cl i en t  

c o m p o n en t s
� U n i f i ed  c l i en t  l o g  c o l l ec t i o n  an d  p ars i n g
� U n i f i ed  c l i en t  l i c en s e m an ag em en t

� Co m p l i m en t  ex i s t i n g  
s o f t w are/ d ev i c e m an ag em en t  
s ys t em s  ( A l t i ri s , SMS, IB M 
T i v o l i , O MA -D M, et c . )

� A ug m en t  Ci s c o  o r 3 rd  Part y 
en d -t o -en d  m an ag em en t  
f ram ew o rk 

Cl i en t  D ev i c e
Cis co Secure Serv ices  Client

V P N 8 0 2 . 1 X  -
E A P N A C

Secure Client Manager A gent

8 0 2 . 1 1 8 0 2 . 3 8 0 2 . 1 6 C ellu la r

CSA
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Mesh 
( I n d o o r / O u t d o o r )
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W ir eless W ithou t B ou nd ar ies 
I nd oor s and  O u td oor s

� Self -C onf iguring,  Self -H ealing M esh
Z e r o -T o u c h  C o nf ig u r a t io n
C is c o ’s  ne w  Ada p t iv e  W ir e l e s s  P a t h  

(AW P )  P r o t o c o l
� I d entical I nd oor &  O utd oor P olicy  
M anagem ent

� D y nam ic &  R eliab le
� E asy  to D ep loy  and  M anage
� R ob ust E m b ed d ed  Security
� P rov id es Seam less M ob ility  
� O p erates ov er L 2  or L 3 N etwork
� H ighly  Scalab le

SiSi SiSi
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D y namic,  I ntellig ent P ath S election
� A d a p t i v e  W i r e l e s s  P a t h  ( A W P )  
P r o t o c o l

2 5  y rs of  C isco routing k nowled ge 
+  2 0  y rs of  b uild ing R F  network s

� A W P  e s t a b l i s h e s  a n  o p t i m a l  p a t h  
t o  R o o t

� E a c h  A P  c a r r i e s  f e a s i b l e  
s u c c e s s o r ( s )  i f  t o p o l o g y  o r  l i n k  
h e a l t h  c h a n g e s

N ote:  A W P  uses a “p arent stick y ”
v alue to m itigate route f lap s

S el f -conf ig u r ing ,  S el f -h eal ing ,  Dy nam ic P ath  O ptim iz ation

C o n t r o l l e r

R el iab l e
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S elf-H ealing  M esh N etw or k s
� A u t o m a t i c  S e r v i c e  l o a d -
b a l a n c i n g  a c r o s s  W i r e l e s s  L A N  
C o n t r o l l e r s

L W A P P  com m unicates 
controller load  to A P s

� A P s  l e a r n  s e c o n d a r y  a n d  
t e r t i a r y  W i r e l e s s  L A N  
C o n t r o l l e r s  a t  “N e t w o r k  J o i n ”

� C h a n n e l  r e -a s s i g n m e n t  i n  
e v e n t  o f  C h a n n e l  c o n f l i c t

� C o n n e c t i o n  t o  A l t e r n a t e  
C o n t r o l l e r  

Del iv er ing  M is s ion-C r itical  W iF i A cces sR el iab l e

C o n t r o l l e r -1

C o n t r o l l e r -2

R o g u e  AP

XX
X
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Enter p r ise W ir eless M esh ( I nd oor  M esh)
� 8 0 2 . 1 1 a  – B a c k h a u l ,  8 0 2 . 1 1 b / g  – C l i e n t  a c c e s s
� P o i n t -t o -P o i n t ,  P o i n t -t o -Mu l t i p o i n t ,  Mu l t i h o p  b r i d g i n g  ( s u p p o r t e d  3 h o p s )

802.11a – B ac k h au l

802.11b / g  C l i e n t  ac c e s s

P o i n t -t o -P o i n t

802.11b / g  C l i e n t  ac c e s s

� � �
� � � ���

� � 	 

� � � 


W C S

A C S

P o i n t -t o -M u l t i p o i n t
RAP

M AP

RAP

M APs

M AP1 M AP2 M AP3
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K eep ing  S tu d ents,  F acu lty ,  and  S taff 
S afe I s the N u mb er -O ne P r ior ity
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C isco V id eo S u r v eillance I P  C amer as 

St an d ard  D ef in it ion  

4 3 0 0  S e r i e s

H ig h  D ef in it ion  

25 0 0  S e r i e s

4 5 0 0  S e r i e s
N e w

Resolution, Features, Network/storage Flexibility

• H ig h -R eso lu tio n ,  V ideo  Su rveillan c e IP C am eras
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