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� Physical Security
� I PSec V PN  /  SSL  V PN
� E n cryp tio n
� E m ail E n cryp tio n
� A n ti-V irus,  Z ero  D ay 
A ttack s

� I PS
� Security E v en t 
M an ag em en t

Agenda
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C o m p rehen siv e Secure C o n n ectiv ity
V PN  S erv i c es  f or A n y  A c c es s  S c en ari o

Public 
I n t e r n e t

A S A  550 0

C lie n t le s s  S S L  V PN

C lie n t le s s  S S L  V PN

C lie n t -ba s e d  S S L  o r  I PS e c V PN

Partner Access
Requires “l o c k ed -d o w n ” a c c ess 
t o  sp ec if ic  ex t ra n et  reso urc es 
a n d  a p p l ic a t io n s

C o m p any  M anag ed  Desk to p
Rem o t e a c c ess users require 
sea m l ess,  ea sy  t o  use,  a c c ess 
t o  c o rp o ra t e n et w o rk  reso urc es

Pu b l i c K i o sk
Rem o t e users m a y  require 
l ig h t w eig h t  a c c ess t o  e-m a il  a n d  
w eb -b a sed  a p p l ic a t io n s f ro m  a  
p ub l ic  m a c h in e

C o m p any  M anag ed  Desk to p s at H o m e
D a y  ex t en d ers a n d  m o b il e em p l o y ees require 
c o n sist en t  L A N -l ik e,  f ul l -n et w o rk  a c c ess,  t o  c o rp o ra t e 
reso urc es a n d  a p p l ic a t io n s

C lie n t -ba s e d  S S L  o r  I PS e c V PN
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C isco  A SA  5 5 0 0  So f tw are v 8 . 0  I n tro d uces 
Sig n if ican t E n han cem en ts in  C lien tless A ccess

� Precise, granular access control to 
sp ecif ic resources

� E nh anced  Portal D esign
L oca l iz a b l e
R S S  f eed s
P erson a l  b ook ma rk s
A n y C on n ect C l ien t a ccess

� D rag and  D rop  f ile access and  
w eb if ied  f ile transp ort

� T ransf orm ation enh ancem ents 
includ ing F lash  sup p ort

� H ead -end  d ep loy ed  ap p lets f or 
telnet, S S H , R D P, and  V N C , 
f ram ew ork  sup p orts ad d ’l p lug-ins

� A d v anced  p ort-f orw ard er f or 
W ind ow s (S m art T unnel) accesses 
T C P ap p lications w ith out ad m in 
p riv ileges on C lient PC

N ew
i n 8 . 0 !
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C isco  A n yC o n n ect C lien t
� Next generation VPN client, 
av ailab le on m any  p latf orm s  
inclu d ing:
Windows Vista 32- and 6 4 -b it,  
Windows X P  32- and 6 4 -b it,  and 
Windows 20 0 0
M ac  O S  X  1 0 . 4  ( I nte l  and P P C )
I nte l -b ase d L inu x
Windows M ob il e  P oc k e t P C  E dition

� S tand -alone, W eb  L au nch , and  
Portal C onnection M od es

� S tart b ef ore L ogin ( S B L )  and  
D T L S  s u p p ort

W i n d ow s  2 0 0 0  an d  X P on l y

N ew !
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C o m p rehen siv e E n d Po in t Security
� Cisco Secure Desktop (CSD) 
n ow  supports h un d red s of  
pre-d ef in ed  prod ucts,  
upd a ted  f req uen tl y
A nti-v ir u s,  anti-sp y war e ,  p e r sonal  
f ir e wal l ,  and m or e

� A d m in istra tors ca n  d ef in e 
custom  ch ecks in cl ud in g  
run n in g  processes

� CSD posture pol icy  
presen ted  v isua l l y  to sim pl if y  
con f ig ura tion  a n d  
troub l esh ootin g

N ew
i n 8 . 0 !
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� Physical Security
� I PSec V PN  /  SSL  V PN
� E n cryp tio n
� E m ail E n cryp tio n
� A n ti-V irus,  Z ero  D ay 
A ttack s

� I PS
� Security E v en t 
M an ag em en t
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Web Security |  E m a il  Security |   Security M a n a g em en t | E n cryp tio n

IronPort® G a te w a y  S e c u ri ty  Prod u c ts

EMAIL
Security Appliance

W EB
Security Appliance

Security 
M AN AG E M E N T  

Appliance

Ir o n P o r t
S e n d e r B a s e

AP P LIC AT IO N -S P EC IF IC
S EC U R IT Y  G AT EW AY S

C L I E N T S

BLOCK Incoming Threats

P R OTE CT Corp orate A ssets
Data Loss Prevention

CE N TR A LIZ E  A d ministration

Internet

EN C R Y P T IO N
Appliance

� Internet
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IronPort V i ru s  O u tb re a k  F i l te rs
The First Line of Defense

Ea r l y  P r o t e c t i o n
w i t h  

Ir o n P o r t  V i r u s  
O u t b r e a k  F i l t e r s
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T h e  IronPort V i ru s  O u tb re a k  F i l te rs  
A d v a nta g e

Average lead time*… … … … … … … … … … o ver 1 3  h o u rs
O u tb reak s  b lo c k ed * … … … … … … … … … 1 7 5  o u tb reak s
T o tal in c remen tal p ro tec tio n *… … … … … . o ver 9 4  day s

V irus  N a m e D a te V irus  D es crip tio n L ea d  T im e 
( h h : m m )

Troj/Yar-A 5/24/07 W i d e l y -s p a m m e d  o u t  e m a i l  t e a s e r  p r o m i s i n g  a  t r a i l e r  o f  t h e  
f i l m  " P i r a t e s  o f  t h e  C a r i b b e a n  3 “.   D o w n l o a d s  s p y w a r e  o n t o  
i n f e c t e d  c o m p u t e r s .

3 : 20

Trojan . D rop p e r 5/1 0/07 T r o j a n  t h a t  a t t e m p t s  t o  d o w n l o a d  m a l i c i o u s  c o d e . 1 0: 40
W 3 2 . V i ru t ! d r 4/1 2/07 S p a m m e d  e m a i l  t h a t  a s k s  r e c i p i e n t s  t o  o p e n  a t t a c h m e n t s  

e n t i t l e d  “d o c u m e n t . t x t . e x e ” a n d  “v i d e o . z i p ”.   D o w n l o a d s  
s p y w a r e  o n t o  i n f e c t e d  c o m p u t e r s .

3 1 : 1 2

Troj/D w n L d r-G F N 3 /4/07 I n s t a l l s  b a c k d o o r  a n d  c o m m u n i c a t e s  v i a  H T T P ,  t h u s  
b y p a s s i n g  f i r e w a l l  f i l t e r s .

1 7: 3 1

W 3 2 /W ow P W S -AU 3 /3 /07 M a s s  m a i l i n g  w o r m  t h a t  s e n d s  e m a i l s  w i t h  t h e  s u b j e c t :  
" C h i n e s e  t e s t  m i s s i l e  o b l i t e r a t e s  s a t e l l i t e ! “.   A s k s  u s e r s  t o  
o p e n  a t t a c h e d  f i l e  t h a t ,  w h e n  o p e n e d ,  i n s t a l l s  s p y w a r e .

6 : 51

Troj_ Ag e n t . J AW 1 /1 4/07 S p a m m e d  e m a i l  m e s s a g e  t h a t  c o n t a i n s  a  s e e m i n g l y  b e n i g n  
P D F  a t t a c h m e n t .   O n c e  a t t a c h m e n t  i s  o p e n e d ,  b a c k d o o r  i s  
i n s t a l l e d  f o r  r e m o t e  h a c k e r s  t o  a c c e s s  t h e  P C .

20: 08

*May 2006 – J u n e  2007 .   C al c u l at e d  as  p u b l i c l y p u b l i s h e d  s i g n at u r e s  f r o m  t h e  f o l l o w i n g  v e n d o r s :  S o p h o s ,  Mc A f e e  ,  T r e n d  Mi c r o ,  
C o m p u t e r  A s s o c i at e s ,  F -S e c u r e ,  S ym an t e c  an d  Mc A f e e .   I f  s i g n at u r e  t i m e  i s  n o t  av ai l ab l e ,  f i r s t  p u b l i c l y p u b l i s h e d  al e r t  t i m e  i s  u s e d .
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C isco  Security A g en t 6 . 0
Comp reh en s i v e,  “A l w ay s  V i g i l an t” E n d p oi n t S ec uri ty

� S ingle I ntegrated  C lient, S im p lif ied  M anagem ent
� Protection against p ersistent and  ev olv ing th reats
• Prev ent loss of  sensitiv e inf orm ation
• E nf orce ap p rop riate use p olicies
• E nh ance security  th rough  netw ork  collab oration
• A d d ress corp orate and  regulatory  com p liance 
m and ates

� E m p o w e r  I T  t o  a d d r e s s  B us in e s s  r is k s
� E n f o r ce  p o licie s  a n d  p r o t e ct  bus in e s s  cr it ica l a s s e t s
� D e cr e a s e  I T  a d m in is t r a t iv e  bur d e n  
� R e d uce  e x p e n s e s

B us i n es s  
B en ef i ts :

C S A
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C o m p lete E n d p o in t Security
D e f e n d s  e n d p o in t s  a g a in s t  s o p h is t ica t e d  d a y  z e r o  a t t a ck s

E n h a n ce s  t h e  C is co  S e lf  D e f e n d in g  N e t w o r k

AntivirusAntivirus

Antisp y w a reAntisp y w a re

F ire w a l lF ire w a l l

I ntrusio n I ntrusio n 
P re ve ntio nP re ve ntio n

T h re a t T h re a t 
V isib il ityV isib il ity

Device Control
Ap

pli
ca

tio
n C

on
tro

l  

Anti B o tne tAnti B o tne t
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I n trusio n  Prev en tio n
“Z e r o  U p d a t e ” T r a c k  R e c o r d

� CSA has a proven track record of stopping brand new 
ex pl oits,  botnets,  targeted attacks,  worm s,  and viru ses over 
past 7  y ears:

2 0 0 1  – C od e R ed , N im d a (all 5  ex p loits), Pentagone (G onner)
2 0 0 2  – S ircam , D eb p loit, S Q L  S nak e, B ugb ear, 
2 0 0 3  – S Q L  S lam m er, S o B ig, B laster/ W elch ia, F iz z er
2 0 0 4  – M y D oom , B agle, S asser, J PE G  b row ser ex p loit (M S 0 4 -0 2 8 ), R PC -
D C O M  ex p loit (M S 0 3 -0 3 9 ), B uf f er O v erf low  in W ork station serv ice (M S 0 3 -
0 4 9 )
2 0 0 5  – I nternet E x p lorer C om m and  E x ecution V ulnerab ility , Z otob
2 0 0 6  – U S B  H ack saw , I E  V M L  ex p loit, W M F , I E  T ex trange, R D S  D atasp ace
2 0 0 7  – R inb ot, S torm  T roj an, B ig Y ellow , W ord (M S 0 7 -0 1 4 ), M S  A N I  0 D ay ,  
M S  D N S  0 D ay

N o  s i g n a t u r e s ,  o r  c o n f i g u r a t i o n  u p d a t e s  r e q u i r e d
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D e ta i l e d  Z e ro-U p d a te  M a l w a re  N ote s
h ttp : / / w w w . cisco. com / go/ csa
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C i s c o S e c u ri ty  A g e nt
A l w a y s V ig il a nt C om p rehensiv e E nd p oint S ec u rity

Corporate 
A c c eptab l e U s e

R eg u l atory  
Com pl i an c e ( P CI ) P O S  P ro te c tio n

L a p to p  – D e sk to p
P ro te c tio n

S e rve r P ro te c tio n
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T a r g e t

1
2
3
4

5

P ro be

P en etra te

P ers is t

P ro p a g a te

P a ra l yz e

• P in g  a d d res s es
• Sca n  p o rts
• G ues s  us er a cco un ts
• G ues s  m a il  us ers

• M a il  a tta ch m en ts
• B uf f er o v erf l o w s
• A ctiv eX  co n tro l s
• N etw o rk  in s ta l l s
• C o m p res s ed  m es s a g es
• G ues s  B a ck d o o rs

• C rea te n ew  f il es
• M o d if y ex is tin g  f il es
• Wea k en  reg is try s ecurity s ettin g s
• I n s ta l l  n ew  s erv ices
• R eg is ter tra p  d o o rs• M a il  co p y o f  a tta ck

• Web co n n ectio n
• I R C
• F T P
• I n f ect f il e s h a res• D el ete f il es

• M o d if y f il es
• D ril l  s ecurity h o l e
• C ra s h  co m p uter
• D en ia l  o f  s erv ice
• Stea l  s ecrets

�R ap i d l y  M u tati ng
�C o nti nu al  si g natu re

u p d ates
�I naccu rate
�F o cu s o n V u l nerab i l i ty

�R ap i d l y  M u tati ng
�C o nti nu al  si g natu re

u p d ates
�I naccu rate
�F o cu s o n V u l nerab i l i ty

� M o st d am ag i ng
� F o cu s o n ex p l o i t
� C h ang e v ery sl o w l y
� I nsp i rati o n f o r C i sco

S ecu ri ty  Ag ent so l u ti o n

C S A Ap p ro a c h :
B e h a vio ra l  P ro te c tio n f o r E nd p o ints

CSA provides Network Collaboration
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B a s i c ,  A d v a nc e d  &  T a rg e te d  A tta c k s
� All attacks come in via the network

Will be a combination of exploits, payload, malw ar e, and binar y code, tar g eted at D oS , financial data.
C S A  pays par ticu lar  attention to D ow nloaded data

� P ay load -b ased  Attacks are b ecoming  increasing ly  common,  targ eting  internal u sers
M alw ar e deliv er ed v ia C r oss S ite S cr ipting  appear s as benig n w h en obser v ed fr om  th e netw or k
“D r iv e by” dow nloads install w ith ou t u ser ’s k now ledg e
C S A  pays par ticu lar  attention to D ow nloaded data

� M ost d ata loss occu rs f rom the insid e,  throu g h accid ental d isclosu re,  intentional misu se b y  non-sop histicated  u sers,  or intentional misu se b y  sop histicated  u sers
D o w nl o a d e d  a p p l ic a tio n a c c e ssing  se nsitive  d a ta  a re  k e y  to  suc c e ssf ul  ta rg e te d  a tta c k
C S A p a y s p a rtic ul a r a tte ntio n to  D o w nl o a d e d  d a ta
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H o w  M alw are W o rk s
� All attacks come in via the network

A ttack er need s to d eliv erab le ex ecutab le b its to target.

� M any  d elivery  op tions,  b u t resu lt is network ap p lication writes ex ecu tab le b its
C ross S ite S crip ting (b row ser), Ph ish ing (E -m ail, I nstant M essaging), N etw ork  w orm  (W ind ow s k ernel)

� T o b e u sef u l to attacker,  the malwaremu st d o several thing s:
E x ecute, m ak e itself  p ersistent, p h oneh om e, cap ture d ata (k ey b oard , cach e)

� C S A correlates and  d y namically  classif ies “u ntru sted content” into “Ap p lication C lasses” to d etect and  p revent D ay -Z ero and  T arg eted -b ased  Attacks.

� C S A’s other “Z ero-U p d ate” p olicies p rovid e ad d ed  p rotection.

M a lw a r e B e h a v io r s
Access or Modify System Configuration
B uffer ov erfl ow
I nv ok ing Command Sh el l  or Config Ap p s
Modify anoth er p rocess
Monitor U ser I np ut
N etw ork  P rotocol s
N etw ork  W orm Cl ient
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C S AC S A

H o w  C SA  w o rk s
Intercepting and Correlating Operating System Calls

� CS A  i n terc epts  c al l s  to th e operati n g  s y s tem ,  an d  al s o i s  v eri f i es  appl i c ati on  c al l s  f or 
s y s tem  res ou rc es  ag ai n s t th e pol i c y

� “Z ero U pd ate” A rc h i tec tu re- pol i c y  b as ed  c on trol ,  y ou  d on ’t a n ew  s i g n atu re to s top an  
attac k  

C S A  I n t e r c e p t o r sC S A  I n t e r c e p t o r s

R e q u e s t  
B l o c k e dR e q u e s t  

A l l o w e d

K e r n e l

Correl ation
E ngine

Correl ation
E ngine

��

V i r u s  S c a n n i n gV i r u s  S c a n n i n g

D a t a  S c a n n i n gD a t a  S c a n n i n g
S c a n n i n g  E n g i n e s

A p p l i c a t i o n

C S A  I n t e r c e p t o r sC S A  I n t e r c e p t o r s
O t h e r

A p p l i c a t i o n s

P r o c e s s  S t a t eP r o c e s s  S t a t e

R u l e s  a n d  P o l i c i e sR u l e s  a n d  P o l i c i e s

U s e r / S y s t e m  S t a t eU s e r / S y s t e m  S t a t e

D a t a  F i l e  S t a t eD a t a  F i l e  S t a t e

S t a t e  T a b l eR e q u e s t  
A l l o w e d��

R e q u e s t  
B l o c k e d

F i l e s
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CSA ’S U niq u e P olicy Stru ctu re &  Classes of  M alw are
CS A  
“A ppl i c ati on  
Cl as s es ”

V i ru s / W orm s S py w are/ A d w are B otn ets A c c eptab l e U s e 
P ol i c y  Con trol

Access or Modify 
System 
Configuration

X X X X

B uffer ov erfl ow X X X X
I nv ok ing 
Command Sh el l  
or Config Ap p s

X X X

Modify anoth er 
p rocess

X X

Monitor U ser 
I np ut

X

N etw ork  P rotocol s X X X
N etw ork  W orm 
Cl ient

X X

C S A o b se rve s b e h a vio r,  c o rre l a te s th e  b e h a vio r w ith  p re vio us
b e h a vio rs,  a nd  c l a ssif ie s a p p l ic a tio ns into  va rio us c a te g o rie s
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N AC Ap p l iance
• V e r i f i e s  C S A  v e r s i o n  a n d  i f  i t ’s  
r u n n i n g

• C h e c k  s y s t e m s  s t a t e s  l i k e  
“i n s e c u r e  b o o t  d e t e c t e d ” a n d  i f  
s e n s i t i v e  d a t a  e x i s t s

• C h e c k  u s e r  i d e n t i t y  i f  C S A  
r e p o r t s  s e n s i t i v e  d a t a  i s  o n  
s y s t e m

N e tw ork  Inte g ra te d  S ol u ti ons
C S A  w ith N A C ,  DLP  a nd  I ronP ort

I r o n P o r t

I nternet

Cisco Security Agent
• P r e v e n t  l o s s  o f  s e n s i t i v e  d a t a :
• S c a n  d a t a  f i l e s  f o r  s e n s i t i v e  d a t a  
• P r e v e n t  c o p y i n g  t o  e x t e r n a l  m e d i a  ( U S B  f l a s h  a n d  
d i s k ,  I R / B l u e t o o t h  d e v i c e s )

• P r e v e n t  u s i n g  w i t h  ( i n t e r ) n e t w o r k a p p l i c a t i o n s  ( e -
m a i l ,  I M ,  b r o w s e r )

• P r e v e n t s  b y p a s s  o f  I r o n P o r t n e t w o r k  p r o t e c t i o n

I ronP ort
• P r e v e n t  D a t a  L o s s  a t  N e t w o r k  
P e r i m e t e r  

• M u l t i -P r o t o c o l  S c a n n i n g
• L e v e r a g e  E x i s t i n g  A n t i -S p a m  
a n d  A n t i -S p y w a r e  I n f r a s t r u c t u r e

I ntranet
N A C  

A p p l i a n c e
A S A
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� Physical Security
� I PSec V PN  /  SSL  V PN
� E n cryp tio n
� E m ail E n cryp tio n
� A n ti-V irus,  Z ero  D ay 
A ttack s

� I PS
� Security E v en t 
M an ag em en t

Agenda
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F lex ib le D ep lo ym en t:  
IPS Throughout the Environment

� H olistic netw ork  secu rity solu tion
� IP S at all points in th e netw ork  
� A SA  integration ( F W  and IP S)
� B ranch -of f ice integration ( Cisco ISR )
� Common P olicy M anagement
� Compreh ensiv e,  timely signatu re cov erage

I P  W AN

R o uter
C SM ,  C S-M A R S

C M
I P S

A SA  
( F irew a l l  + I P S)

Sw itch
+ I P S

D a ta  a n d  v o ice n etw o rk

D a ta  C en ter

M a n a g em en t

F W R o uter 
L a rg e B ra n ch

Sm a l l  B ra n ch

H ea d q ua rters

A SA  
( F irew a l l  + I P S)

A SA  
( F irew a l l
+ I P S)
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• AI M / I C Q
• AO L
• M S N
• S am eti m e
• Y ah o o
• B i tT o rrent
• K az aa
• eDo nk ey
• J ab b er

• S to rm
• M eg a-D
• B l aster
• N i m d a
• S asser
• C o d e R ed
• S l am m er
• B ack d o o r T ro j an S p i ri t
• B ack d o o r B east
• F atso  W o rm
• K el v i r W o rm

Ad w a re / S p y w a re

R e c o nna issa nc e

W o rm / V irus/ T ro j a n P 2 P / I M

C isco  I PS I n tellig en t D etectio n  C ap ab ilities:
V u lnerab ility and E x ploit-b ased Signatu res

D D O S / D O S

S e c ure V o ic e

W e b S e rve r

E m a il
• PO P
• I M AP
• S M T P
• M i cro so f t E x ch ang e

• I C M P h o st sw eep s
• T C P Po rt S w eep s
• T C P/ U DP C o m b o  S w eep s
• U DP Po rt S w eep s

• I C M P/ U DP/ T C P F l o o d s

• Perf ect K ey l o g g er Acti v i ty
• H o tb ar Acti v i ty

• S I P
• H 3 2 3
• H 2 2 5

• Ap ach e
• I nternet I nf o rm ati o n S erv er ( I I S )
N e tw o rk ,  L 2 / 3 / 4
• B G P
• DH C P
• DN S
• T C P/ U DP
• I P
• I P F rag m ent

I P v4  a nd  
I P v6  

p ro te c tio n
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C isco  I PS A rchitecture
Intelligent D etection and P recision R esponse

F o r e n s ics  
C a p t ur e

• B e f o r e  A t t a c k
• D u r i n g  A t t a c k
• A f t e r  A t t a c k

M o d ula r  
I n s p e ct io n  
E n g in e s

• V u l n e r a b i l i t y
• E x p l o i t
• B e h a v i o r a l  A n o m a l y
• P r o t o c o l  A n o m a l y

S i g n atu re 
U pd ates

E n g i n e 
U pd ates

C isco T h reat 
I ntelligence S erv ices

R is k -ba s e d  
Po licy  C o n t r o l

• C a l i b r a t e d  “R i s k  R a t i n g ”
c o m p u t e d  f o r  e a c h  e v e n t

• E v e n t  A c t i o n  p o l i c y  
b a s e d  o n  r i s k  c a t e g o r i e s  
( e . g .  H i g h  /  M e d  /  L o w )

• F i l t e r s  f o r  k n o w n  b e n i g n  
t r i g g e r s

A t t a ck  
D e -o bf us ca t io n
• N o r m a l i z e  i n b o u n d  
t r a f f i c  t o  r e m o v e  
a t t e m p t s  t o  h i d e  a n  
a t t a c k  

O n -bo x  
C o r r e la t io n  
E n g in e

• M e t a  E v e n t  
G e n e r a t o r  f o r  e v e n t  
c o r r e l a t i o n

M it ig a t io n  a n d  
A la r m

• “T h r e a t  R a t i n g ” o f  
e v e n t  i n d i c a t e s  l e v e l  o f  
r e s i d u a l  r i s k

V ir t ua l S e n s o r  
S e le ct io n

• T r a f f i c  d i r e c t e d  t o  
a p p r o p r i a t e  v i r t u a l  
s e n s o r  b y  i n t e r f a c e  o r  
V L A N

I N O U T

Con tex t 
D ata

N etw ork  
Con tex t 

I n f orm ati on
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V u l ne ra b i l i ty -F oc u s e d  S i g na tu re s
f o r U n p aralleled  C o v erag e

Cisco’s com m it m e n t  t o v u l n e r a b il it y -f ocu se d  sig n a t u r e s 
p r ov id e s u n p a r a l l e l e d  d e t e ct ion  of  b ot h  k n ow n  a n d  
t e st e d  e x p l oit s a s w e l l  a s e x p l oit s y e t  t o b e  w r it t e n  ( z e r o-
d a y  e x p l oit s. )

Cisco’s com m it m e n t  t o v u l n e r a b il it y -f ocu se d  sig n a t u r e s 
p r ov id e s u n p a r a l l e l e d  d e t e ct ion  of  b ot h  k n ow n  a n d  
t e st e d  e x p l oit s a s w e l l  a s e x p l oit s y e t  t o b e  w r it t e n  ( z e r o-
d a y  e x p l oit s. )

3 0 0 0  V ulnerab ility -
F ocused  S ignatures

3 0 ,0 0 0
K now n E x p loits
and  V ariants

C ountless E x p loit
V ariants 

y et to b e w ritten
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� Anomaly  d etection alg orithms to d etect and  stop  D ay -Z ero threats 
� R eal-time learning  of  normal network b ehavior
� Au tomatic d etection and  p olicy -b ased  p rotection f rom anomalou s 

threats to the network
� R es ul t: P rotection ag ainst attacks f or which there is no sig natu re

I nternet

R e a l -T i m e  A nom a l y  D e te c ti on f or 
D a y  Z e ro T h re a ts

T raffic conforms to 
b asel ine

T raffic conforms to 
b asel ine

Anomal ous activ ity 
detected,  indicating 
p otential  z ero-day 
attack !
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C isco  I PS Pro d uct Po rtf o lio

IOS IPS
A IM -IPS
N M E -IPS

Sm a l l M ed ium -s iz ed L a rg e

O rg a niz a tio n S iz e

A SA 5 5 1 0 -A IP1 0
A SA 5 5 2 0 -A IP1 0

I SR

A SA 5 5 2 0 -A IP2 0
A SA 5 5 4 0 -A IP2 0

IPS 4 2 4 0
IPS 4 2 5 5

IPS 4 2 6 0

A SA  
5 5 0 0  

Series

I P S 
4 2 0 0  

Series

C a ta l ys t 
6 5 0 0

�� � � �� � � �

�	 �
 � �� � �
 � � �� 
 � �

� �� � � �

� � �

IPS 4 2 7 0

ID SM 2
C a t a l y s t  6 5 0 0  
ID SM 2  b u n d l e
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� Physical Security
� I PSec V PN  /  SSL  V PN
� E n cryp tio n
� E m ail E n cryp tio n
� A n ti-V irus,  Z ero  D ay 
A ttack s

� I PS
� Security E v en t 
M an ag em en t

Agenda
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R aw  L og g i n g  D ata

40  H ig h  S e v e r it y
I n cid e n t s

5 , 6 6 6 , 1 2 9  S es s i on s

1 0 2  I n c i d en ts

C i s c o  S ec u r i t y  M AR S
R eal time S ecu rity  T hreat D etection and  R esolu tion

Re
du

ct
io
n

Co
rr
el
at
io
n S essi o ns

R u l es
V erify

I so l ated  E v ents

A ct io n a ble  I n t e llig e n ce

1 5 , 4 2 7 , 1 0 5  E v en ts

• F ocuses I T  on real 
th reats – red uces 
th e num b er of  “f alse 
p ositiv e” alarm s and  
alerts
• B uild s top ological 
netw ork  v iew  and  
ad d s v isualiz ation 
of  traf f ic f low s
• I d entif ies th e 
source of  
anom alous 
b eh av ior
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C i s c o  S ec u r i t y  M AR S
Ap p liance B ased ,  P u rp ose-B u ilt S olu tion

• S ca la ble  f r o m  S M B  t h r o ug h  E n t e r p r is e  m a r k e t s
– S t a n d a lo n e  A p p lia n ce s
– D is t r ibut e d  S t a n d a lo n e  A p p lia n ce s
– T ie r e d  A p p lia n ce s  ut iliz in g  a  G lo ba l C o n t r o lle r

• C o lle ct o r ,  D a t a ba s e ,  a n d  R e p o r t in g  e n g in e  a ll in  o n e  bo x ,  s a v in g p o w e r  
a n d  r a ck  s p a ce

• S im p le  lice n s in g  – n o  a d m in is t r a t o r  lice n s e s  a n d  n o  a g e n t  co s t s

• H a r d e n e d  O S  is  p r e -in s t a lle d ,  s h o r t e n in g  t h e  in s t a lla t io n  t im e

• D a t a ba s e  is  p r e -in s t a lle d ,  s e lf -co n t a in e d ,  a n d  s e lf -m a in t a in in g
• N o  D B A  S t a f f  r e q uir e d
• H e lp s  in  co n t r o llin g  o n g o in g  e x p e n s e s

• M o d e ls  a v a ila ble  w it h  r e d un d a n t  d r iv e s  a n d  p o w e r  s up p lie s  t o  in cr e a s e  
s o lut io n  up t im e s
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I n c i d en t D as h b oard
� A g g reg ate
� Correl ate
� S u m m ari z e
1 5 , 4 2 7 , 1 0 5  E v en ts

40  H ig h  S e v e r it y
I n cid e n t s

5 , 6 6 6 , 1 2 9  S es s i on s

1 0 2  I n c i d en ts

• D ev i c e c on f i g u rati on ,  l og g i n g ,  an d  n etw ork  topol og y  i n f orm ati on  en ab l es  M A R S  to 
b u i l d  a th reat res ol u ti on  d as h b oard

• R api d l y  i d en ti f y  an d  res ol v e th reats  v i a R eal -ti m e D ata R ed u c ti on ,  A l l ow s  
A d m i n i s trators  to F oc u s  O n  P ri ori ti es

C i s c o  S ec u r i t y  M AR S
I ntu itive O p erational D ashb oard
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A tta c k  Sta rt

C omp romis ed  hos t 
p rop a ga ting a tta c k

C omp romis ed  hos t

• C S -M A R S  build s  a n  un d e r s t a n d in g  o f  t h e  n e t w o r k  t o p o lo g y  a n d  us e s  t h is  in  d is p la y in g  
t h e  p a t h  a n  a t t a ck  t a k e s  t h r o ug h  t h e  n e t w o r k .  

• C o lo r  co d in g  o f  e le m e n t s  a llo w s  f o r  r a p id  id e n t if ica t io n  o f  t r o uble d  d e v ice s  w h ile  t h e  
t o p o lo g ica l la y o ut  h e lp s  t o  im p r o v e  t r o uble s h o o t in g  a n d  r e s p o n s e t im e s .

At t ac k  P at h  and T o p o l o gy  Aw ar enes s
R ap id  T hreat I d entif ication I mp roves R esp onse T ime
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• L e ve ra g e s N e tF l o w o r f ire w a l l  
S y sl o g m e ssa g e s to  p ro f il e  
th e  ne tw o rk  usa g e

• D e te c t sta tistic a l l y  sig nif ic a nt 
a no m a l o us b e h a vio r f ro m  
c o m p ute d  b a se l ine ,  inc l ud ing  
viruse s,  w o rm s,  a nd  p o l ic y  
vio l a tio ns suc h  a s p e e r-to -
p e e r f il e  sh a ring

• C o rre l a te  a no m a l o us 
b e h a vio r to  a tta c k s a nd  o th e r 
e ve nts re p o rte d  b y  N e tw o rk  
I D S  sy ste m s.  

• E na b l e s d e te c tio n o f  a tta c k s 
w h e re  I D S / I P S  sig na ture s d o  
no t e x ist a nd  f ire w a l l s a l l o w  
tra f f ic  th ro ug h

Ano m al y  D et ec t i o n
D ay  Z ero T hreat D etection I mp roves R esp onse T ime

E x am p l e o f  a S asser-D b reak o u t f ro m  a cu sto m er’s si te
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S essi o ns

R u l es
V erify

I so l ated  E v ents

D M ZO utsid e

R o u t e r F i r e w a l l I P S  S e n s o r S w i t c h W e b  S e r v e r

• C S -M A R S  t a k e s  e v e n t  d a t a  f r o m  m ult ip le  
existing n e t w o r k  d e v ice s  a n d  co r r e la t e s  it  
in t o  e n d -t o -e n d  s e s s io n s ,  in clud in g  p r e -
a n d  p o s t -N A T  I P a d d r e s s e s

• A d d in g  r o ut e r  lo g s ,  N e t F lo w ,  s w it ch  
lo g s ,  a n d  w e b s e r v e r  lo g s  t o  t h e  t y p ica lly  
co lle ct e d  f ir e w a ll a n d  I PS / I D S  lo g s  g iv e s  
M A R S  a  be t t e r  un d e r s t a n d in g  o f  w h a t  is  
h a p p e n in g  o n  t h e  n e t w o r k .

D at a C o r r el at i o n
I ncrease the R O I  f or y ou r E x isting  E q u ip ment

A ct io n a ble  I n t e llig e n ce
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S essi o ns

R u l es
V erify

I so l ated  E v ents

D M ZO utsid e

R o u t e r F i r e w a l l I P S  S e n s o r S w i t c h W e b  S e r v e r

• T h e  e x t e n s ible  r ule s  s e t  in  C S -M A R S  is  
us e d  t o  id e n t if y  p r o ble m s  o n  t h e  n e t w o r k  
in clud in g :

• A t t a ck s ,  w o r m s ,  a n d  v ir us e s
• Po licy  v io la t io n s
• A cce s s  le v e l ch a n g e s
• R o ut in g  p r o ble m s
• a n d  m o r e

C S -M A R S  g iv e s  r a p id  in s ig h t  t o  is s ue s  o n  
t h e  n e t w o r k ,  im p r o v in g  r e s o lut io n  t im e  f r a m e

T h r eat  I dent i f i c at i o n
L essen the I mp acts of  T hreats/ O u tb reaks

A ct io n a ble  I n t e llig e n ce
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S essi o ns

R u l es
V erify

I so l ated  E v ents

D M ZO utsid e

R o u t e r F i r e w a l l I P S  S e n s o r S w i t c h W e b  S e r v e r

• C S -M A R S  us e s  it s  built -in  lo g ic t o  
d e t e r m in e  if  t h e  a t t a ck  w a s :

• B lo ck e d  by  t h e  f ir e w a ll
• B lo ck e d  by  t h e  I PS
• N o t  r e le v a n t  t o  t h e  t a r g e t

• C S -M A R S  ca n  a ls o  m a k e  us e  o f  
v uln e r a bilit y  a s s e s s m e n t  s y s t e m  d a t a  in  
t h is  s t e p .

A ut o m a t in g  t h is  p r o ce s s  g iv e s  t im e  ba ck  
t o  e m p lo y e e s  t o  d o  o t h e r  t a s k s

False Positive Verification
R ed u cing  O p erational E x p enses

A ct io n a ble  I n t e llig e n ce
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� Use control capabilities within your infrastructure
L a y e r  2/ 3 a t t a ck  p a t h  is  cle a r ly  v is ible
E n f o r ce m e n t  d e v ice s  a r e  id e n t if ie d
R e s o lut io n  co m m a n d s  a r e  p r o v id e d
A lt e r n a t e  e n f o r ce m e n t  d e v ice s  a ls o  s ug g e s t e d

F irew a l l

R outer
Sw itc h

R e d uc e  th e  tim e  it ta k e s to  id e ntif y  w h e re  a nd  h o w  to  b l o c k  a n a tta c k

I nt er nal  T h r eat  R es o l u t i o n 
I mp rove T hreat R esp onse T imes
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C i s c o  S ec u r i t y  M AR S  
S ca l a b l e  A p p l ia n ce  M od e l s

M A R S 2 5 R

M A R S 2 5

M A R S 5 5

M A R S 1 1 0 R

M A R S 1 1 0

M A R S 2 1 0M A R S G C 2

H ardw are R edundancy

M A R S G C 2 R

S M B

E nterp ri se
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Local Controller Models Storage R ac k  U n i t P ow er

C i s c o Sec u ri ty  M A R S 2 5R 2 50  G B  ( n on -R A I D ) 1  R U  x  2 0  i n .  x  1 9  i n .  ( W ) 3 50 W ,  1 2 0 / 2 4 0 V  au tos w i tc h

C i s c o Sec u ri ty  M A R S 2 5 2 50  G B  ( n on -R A I D ) 1  R U  x  2 0  i n .  x  1 9  i n .  ( W )  3 50 W ,  1 2 0 / 2 4 0 V  au tos w i tc h

C i s c o Sec u ri ty  M A R S 55 50 0  G B  R A I D  1 1  R U  x  2 5. 5 i n .  x  1 9  i n .  ( W )  3 50 W ,  1 2 0 / 2 4 0 V  au tos w i tc h

C i s c o Sec u ri ty  M A R S 1 1 0 R 1 50 0  G B  R A I D  1 0  h ot-s w ap p ab l e 2  R U  x  2 7 . 7 5 i n .  ( D ) ;  3 . 4 4  i n .  ( H ) ;  1 9  i n .  ( W )  2 x  7 50 W  d u al -red u n d an t,  1 2 0 / 2 4 0 V  au tos w i tc h

C i s c o Sec u ri ty  M A R S 1 1 0 1 50 0  G B  R A I D  1 0  h ot-s w ap p ab l e 2  R U  x  2 7 . 7 5 i n .  ( D ) ;  3 . 4 4  i n .  ( H ) ;  1 9  i n .  ( W ) 2 x  7 50 W  d u al -red u n d an t,  1 2 0 / 2 4 0 V  au tos w i tc h

C i s c o Sec u ri ty  M A R S 2 1 0 2 0 0 0  G B  R A I D  1 0  h ot-s w ap p ab l e 2  R U  x  2 7 . 7 5 i n .  ( D ) ;  3 . 4 4  i n  ( H ) ;  1 9 "  ( W )  i n . 2 x  7 50 W  d u al -red u n d an t,  1 2 0 / 2 4 0 V  au tos w i tc h

G lob al Controller Models L oc al  C on trol l er 
M od el s  Su p p orted

M ax i  
C on n ec ti on s

Storage R ac k  U n i t P ow er

C i s c o Sec u ri ty  M A R S G C 2 R C i s c o Sec u ri ty  
M A R S 2 5/ 55 on l y

5 2  T B  R A I D  1 0  h ot-
s w ap p ab l e

2  R U  x  2 7 . 7 5 i n .  ( D ) ;  3 . 4 4  
i n .  ( H ) ;  1 9  i n .  ( W )

2 x  7 50 W  d u al -red u n d an t,  
1 2 0 / 2 4 0 V  au tos w i tc h

C i s c o Sec u ri ty  M A R S G C 2 A l l  C i s c o Sec u ri ty  
M A R S 

N ot res tri c ted 2  T B  R A I D  1 0  h ot-
s w ap p ab l e

2  R U  x  2 7 . 7 5 i n .  ( D ) ;  3 . 4 4  
i n .  ( H ) ;  1 9  i n .  ( W )

2 x  7 50 W  d u al -red u n d an t,  
1 2 0 / 2 4 0 V  au tos w i tc h

C i s c o  S ec u r i t y  M AR S
Ap p liance D etails
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F R U s n o t  s h o w n  h e r e ,  a v a i l a b l e  i n  p r i c i n g  t o o l

P art N u m b er Ci sco S MA R T net S erv i ce P art 
N u m b er D escri p ti on

C S-M A R S-2 5R -K 9 C O N -SN T -M A R S2 5R C i s c o Sec u ri ty  M A R S 2 5R

C SM A R S-2 5-L I C -K 9 = C O N -SN T -M A R S2 5U C i s c o Sec u ri ty  M A R S 2 5R  u p grad e l i c en s e to C S-M A R S-2 5-K 9

C S� M A R S-2 5-K 9 C O N -SN T -M A R S2 5 C i s c o Sec u ri ty  M A R S 2 5

C S� M A R S-55-K 9 C O N -SN T -M A R S55 C i s c o Sec u ri ty  M A R S 55

C S� M A R S-1 1 0 R -K 9 C O N -SN T -M A R S1 1 0 R C i s c o Sec u ri ty  M A R S 1 1 0 R

C SM A R S-1 1 0 -L I C -K 9 = C O N -SN T -M A R S1 1 0 U C i s c o Sec u ri ty  M A R S 1 1 0 R  u p grad e l i c en s e to C S-M A R S-1 1 0 -K 9

C S� M A R S-1 1 0 -K 9 C O N -SN T -M A R S1 1 0 C i s c o Sec u ri ty  M A R S 1 1 0

C S� M A R S-2 1 0 -K 9 C O N -SN T -M A R S2 1 0 C i s c o Sec u ri ty  M A R S 2 1 0

C S� M A R S-G C 2 R -K 9 C O N -SN T -M A R SG C 2 R C i s c o Sec u ri ty  M A R S G C 2 R

C SM A R S-G C 2 -L I C -K 9 = C O N -SN T -M A R SG C 2 L C i s c o Sec u ri ty  M A R S G C 2 R  u p grad e l i c en s e to C S-M A R S-G C 2 -K 9

C S� M A R S-G C 2 -K 9 C O N -SN T -M A R SG C 2 C i s c o Sec u ri ty  M A R S G C 2

C i s c o  S ec u r i t y  M AR S
O rd ering  I nf ormation
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� P ro d uc t L ink s
G eneral  I nf o
h ttp : / / w w w . cisco. com/ go/ mars

S o f tw are Do w nl o ad
h ttp : / / w w w . cisco. com/ cgi-b in/ tab l eb uil d. p l / cs-mars

Do cu m entati o n
h ttp : / / w w w . cisco. com/ en/ U S/ p roducts/ p s6 2 4 1 / tsd_ p roducts_ sup p ort_ series_ h ome. h tml(P roduct D ocumentation)
h ttp : / / w w w . cisco. com/ en/ U S/ docs/ security/ security_ management/ cs-mars/ 6 . 0 / user/ guide/ comb o/ ap p XML . h tml (XML  Sch ema)

H el p f u l  L i nk s
h ttp : / / w w w . cisco. com/ go/ netp ro (N etP ro F orums)
h ttp : / / w w w . cisco. com/ security (Cisco Security Center W eb site)
h ttp : / / w w w in. cisco. com/ go/ mars (Cisco internal  onl y)

C i s c o  S ec u r i t y  M AR S
R esou rces on the N et
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