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Why social networks are popular 

 Easy to use

 Easy to learn

 Free or very low cost

 Large variety of sites to choose from

 Face book  T itter  LinkedIn  Ork t  M Space  Face book, Twitter, LinkedIn, Orkut, MySpace 

plus hundreds more

 Everyone is using them to stay in touch, 

connect to others, meet new people
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Slide 2

d2 "mob mentality" - people go along with the crowd
dblazier, 10/1/2010

d3 Multimedia aspect has a psychological impact on the user...makes them actually feel connected with others.

This actually helps bring their guard down and share "too much information" which is what criminals are hoping for.
dblazier, 10/1/2010



Why businesses benefit from social networks

 Sales and Marketing tool

 Lead Generation Tool to attract potential 

customers

 Builds relationships with customers

f Creates an online presence of the business

 Screening tool for potential employees

 Many other great benefits
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Slide 3

d1 makes the relationship "sticky" - meaning that people VALUE RELATIONSHIPS and will stick to what they know
dblazier, 10/1/2010



Disadvantages from social networks

 Loss of employee productivity 

 Privacy and security concerns

 Time consuming to maintain web presenceTime consuming to maintain web presence
 Dedicated Staff needed for maintenance and security

 Information not fully controlled by the business Information not fully controlled by the business
 Privacy policy is not a legal contract

O  d  h  i  h  i f i   Once posted to the internet, the information 

Lives Forever!
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Risks from social networks

 Unintentional or intentional information disclosure

 Reputational Risks

 Compromise of corporate network by introducing 
l   malware  

 Multiple vulnerabilities published recently

 Outdated web browsers, unpatched systems, minimal technical Outdated web browsers, unpatched systems, minimal technical 
security controls

 Legal and compliance issues
 Regulations such as GLBA, NCUA, FDIC, HIPPA, etc

 Social Engineering nightmare
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Security Problems

 Controlling the information

 Lack of training for social network users

 Perception of trust that the site is safe

 Primary target of malicious hackers

 Well known malware, trojans, viruses still exist

 Zeus (can be purchases for around $700)

 Koobface

 Conficker
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d5 Because the users can link the content or repost to their own portals, it causes the company to lose any control over where the 
content appears
dblazier, 10/1/2010



WEB 2.0

 Most social networks are based on WEB 2.0

 Web Content is retrieved from different applications, servers, tc 
without involvement of the user (AJAX) example is Google maps

Th  b it  i  l     th  th  b it  th t id   The website is only as secure as the other websites that provide 
information to the application

 If a vulnerability such as (XSS)  exists on a web server that provides  If a vulnerability such as (XSS), exists on a web server that provides 
information to the website any visitor to the site is put at risk and 
unknowingly compromised
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Attack Example

1. Internet Searches to gather information about employees of a 
specific companyspecific company

Twitter, Facebook, MySpace, LinkedIn, YouTube, classmates.com, etc

2. Attacker sends invitations to befriend potential victims

3. Victims accepts invitation from Attacker

4. Since employees are likely to check social networking sites at 
work, the attacker sends a link to a malicious website, an , ,
obfuscated link using TinyURL or a email a malicious file 
containing malware

5 Employee gets message from new friend at work and clicks on 5. Employee gets message from new friend at work and clicks on 
the link or opens the malicious PDF from workstation on the 
network. Game Over
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Attack Example
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Tools available for social engineering attacks

Social Engineering Toolkit (SET)
 Allows to launch a phishing attack against large groupsAllows to launch a phishing attack against large groups
 Clone Websites such as FaceBook, Online Banking, etc
 Creates a website for you ( no experience needed)

C t  li i  l d  h  i f t d PDF  i t  t Create malicious payloads such as infected PDFs, pictures, etc

Metasploit Framework
 Free for everyone
 Web-Based frontend 
 Hundreds of exploits available for useHundreds of exploits available for use

BeEF –Browser Exploitation Framework
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Social Engineering Toolkit
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Metasploit Framework
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Beef Exploitation Framework
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Example Attack
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Attacker’s IP address
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Victim’s IP address
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Cloned Website
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Game Over
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Facebook clone
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Malicious Payload Generation
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Malicious Payload
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Virus Detection/Analysis website
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Risk Mitigation

 Employee Awareness Training
 Most effective against social engineering attacks Most effective against social engineering attacks

 Take a proactive approach to managing security and risk

 Perform a Risk AssessmentPerform a Risk Assessment
 Identify all risks associated with use of social networks

 Ensure strong network security controls are in place

 Establish Policies and Guidelines addressing social 
network usage and maintenance
 Password changesPassword changes
 Change Management

 Periodically test for compliance using a variety of 
t h itechniques
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Questions  ????????

Questions  ????????

Questions  ????????Questions  ????????

Questions  ????????
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Questions  ????????

 http://www social engineer org http://www.social-engineer.org
 http://metasploit.com
 http://www.us-cert.gov/reading room/http://www.us cert.gov/reading_room/
 http://www.onguardonline.gov
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