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Is Identity and Access Management Important?

O




But does It Impact me?

O

YOU BET IT DOES!




Directory Services




Access Control

O

Authorization

Protected
Data

Authentication

Role-based Access Control

Enterprise Single Sign On
(ESSO)

Web Single Sign On
(WebSSO)

Reduced Sign On
Federation




Critical for internal controls

Implements checks and
balances on individuals

Reduces danger/risk of
individual actions

Can be difficult and
expensive to implement

Separate or Compensate
Separation

Of Duties Bread and butter of
audit/compliance




Developing an Identity Management Roadmap

O




Map existing processes into a set of business
problems

Map business problems into requirements
Map requirements into technical specification

Map technical specification into:
Technical selection
Implementation design




Issue: New Hires

O




Issue: Costly User Administration

O




Issue: Inconsistent Login I1Ds and Passwords

O




Issue: Security Vulnerabilities

O




Issue: Audit, Reporting

O




Management Involvement

O

A mandate is crucial!
o Develop a clear mandate

o Outline likely
issues/problems

»  Budget
o  Software license
O Support
o Training
o Hardware and support
software
o Professional Services

o Internal Resources




Security Administrators
Security Managers
Audit/Compliance
Systems Administrators
Human Resources



Selecting Best Solution

O

Define Technical
Needs

Define
Business Needs

Develop RFP

Identify Vendors

Issue RFP
To Vendors

Compare
Lab Results

Evaluate
Products
In Lab

Compare
Vendor Proposals

Decision



Identify Feature Requirements

O




Core Capabilities

O
.




Localization is key to end-user acceptance!
Local language support

Logo

Corporate look&feel

Customization of request forms
Integration into helpdesk

Ability to send emails
Accessible for performance & availability monitoring

Support for local network and application, e.g., AD,
RSA



Ease of Deployment

O

» Deployment is the stumbling
block for many organizations.

» Be sure to map your needs to
the technical capabilities of the
product!




Product Security




Can it handle your current organization?
Can your organization handle it?
Can it handle your organization in the future?

Calculating scalability requirements
Servers
Service layer
Network
Target systems



Product Flexibility

*  Organization specific data

elements
o HR#
o  Student#
o Job code
o Facility
»  Handle wide-range of
applications
o Network OS (NOS): AD, Novell,
Linux/UNIX

o Applications: Exchange,
GroupWise, Mainframe apps

»  Handle custom applications

o Many enterprises have more
custom applications than COTS
applications

Octopus = Flexible
Get it?




Pre-built agents for common applications

SDK for new custom agents
C++, Java Is most common
Java: Oracle, Sun, CA
C#: Microsoft

Developer documentation
SDK should be free or low-cost
ODBC Wizard!



Password Management
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Roll Out/Deployment

O




Request & Workflow Rules




Training

O




Track helpdesk time before and after deployment
Without hard numbers, how do you justify?

Track audit time before and after deployment
Typically a fast return
Easy win!

Integrate into app deployment process

They will leave you behind
Create a standing meeting every six months or more

Don’t become a new silo!
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